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Project Six

Title: “Project Six: PowerShell Scripting And Digitally
Signing Scripts”

Points: 40 points
Due Date: April 16, 2014 by 11:59 pm WebCourses time.

Objectives: To create a PowerShell script using best standards
and practices for script creation and to digitally sign the script.
Deliverables:

1. Screen shots as shown on pages 6, 7, 8, 9, 10, and 11.
2. The digitally signed source code for your script.
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Project Six — Background

« We’ll take a diversion from dealing with our savn. local network
and focus on PowerShell scripting for this assignment. While we
haven’t dealt with all of the various aspects of PowerShell scripting,
we have covered enough in the lecture notes for you to be able to
create a useful system administrator script.

 In keeping with the discussions in PowerShell — Parts 4 and 5 lecture
notes, that dealt with best practices and standards for scripting, you
will need to follow these principles for this project. Namely, in the
overall layout of the script, naming conventions, and appending
digital signatures to your scripts.

« Use either your Mark-Serverl or Mark-Server2 for this
project, whichever server you installed PowerShell onto. You can
also use any Windows 7 or 8 client system.

([
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Project Six — Background

The script you will create will list all of the currently stopped services
that begin with a certain, user supplied (an input parameter to the
script), prefix (e.g., A*, *c*, m*, A*, or some variation).

Your script should be named according to the verb-noun conventions
we discussed (see page 42 — part 4 notes).

Your script should follow a professional format (see pages 12-on in
part 4 notes).

Your script must be digitally signed (see part 5 notes).

4 )
The pages that follow explain the details of the project, stepping you through

the actions. In the various callouts, the items that appear in bold green text
require you to do screen captures and/or answer questions. These screen
captures and answers will constitute your submission for this project.
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Project Six — Output of the Script

Ployer ~ | [ + () L

N =1Ly~
FY

S CasusersSAdministratorsMyScripts?> _SProject.psl *m* :j

he following #=m* services are currently stopped on: TESTBEDSERUER

ame DizplayName

ppHgmt Application Management

1r_optimization_v2.B.50727_32
lr_optimization_v4.8.30319_32

Microsoft .NET Framework NGEN vZ . @.58727_XB6
Microsoft .NET Framework HGEN v4.08.30319_KB6
Health Key and Certificate Management

I PBusEnum PnP-¥ IP Bus Enumerator

MCSS Multimedia Class Scheduler

Si8081 Microsoft iSCSI Initiator Service
siserver Windows Installer

racleMTSRecoveryService
racleOraDblig_homelTHSListener
azMan

OracleMTSRecoveryService
OracleOraDhlig_homelTHSListener
Remote Access Connection Manager

emoteAccess Routing and Remote Access

NHMFTRAP SHHP Trap

yzMain Superfetch

hemes Themes

omcat? Apache Tomcat 7.8 Tomcat?

nmRdpService Terminal Services UserMode Port Redirector
nuss UHware Snapshot Provider

miApSru WHI Performance Adapter

PDBuzEnum Portahle Device Enumerator Service

Lizt of Stopped Services Complete
Script terminating...

PS C:suserssAdministratorsMyScripts>

d

(

currently stopped are listed (your set of services

o | —_—

f‘51art| |Zm 2@ »| #wsopts

|[ & Administrator: Windo...

The list of services named *m* that are
might vary).

Your output (except for the actual stopped
services) should look exactly like this.
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Project Six — Creating The Digital Signature

(h

Administrtor Command Prompt

Do a screen capture of this page
illustrating the creation of your
digital signature

Label it: “1: Successful digital
signature creation”

‘Progean Files\Nicrosof L NEPSTRWE, M\Binnakecext - -pe -n "CN
ing 12" - A/ 2813 e 12/31/2004 -ehu 1.3.6.1.5.5.7.3.3 -5 My
bucceeded

‘Progean F1les\Microsoft NET\SDK\wE B\Bin
1

: WL Code §
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& select Administrator: Windows PowerShell

indows Powerfhell
opyright <G> 2ZBH? Microsoft Corporation. All rights reserved.

CosuszerssAdministrator~MyScripts>
C:suserssAdministrator~MyScripts >
CosuserssAdministrator~MyScripts >
C:suserssAdministrator~MyScripts >
CrsuserssAdministrator MyScripts> get—childitem cert:“CurrentlUser~My —codesign

Directory: Microsoft.PowerShell.Security~Certificate: :CurrentlUsersMy
Thumbprint Subject

CA48192278BYR2EV64AZAEDSFDZA3BADABCREIBASY CH=MJL Code Signing U2
SFI9C4AC4CAYV734BC1186AF7S1E45F384F6EA48 CH=MJL Code Signing

PE CowuserssAdministrator~MyScripts> _

Do a screen capture of this page
illustrating that PowerShell has

recognized your digital certificate.
(note | have two, you'll only have
one)

Label it: “2: Successful
PowerShell recognition of digital
certificate”
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X Administrator: Windows Powershell =101 x|

Y

8 C:isusersSAdministratorsMyScripts? set-authenticodesignature —filePath PS3-Part5-plS-signed.psl -ce
item cert:“\CurrentlsersMy —codeSigningCert)[B] -includeChain "A11"

Directory: C:suserssAidministratorsMyScripts

BignerCertificate Status Path

DSF99C4NC4ACAHY734BC1186AF751E45F384F0ER4A  Ualid PE-Parth-plh-signed

PS C:suserssAdministratorsMyScripts?

Do a screen capture of this page
illustrating that PowerShell has
successfully attached the digital

signature to your script.

Label it: “3: PowerShell valid
status of digital certificate”

4 | M 4
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B C\uUsers\Administrator\MyScripts\PS-Part5-p15.psl - Notepad++ - O] x|
File Edit Search View Encoding Language Settings Macro Runm Plugins  Window 3?2 x

cOEHE 4Dl De ekt BR2 %1 [EDEEDNER| =Y
[~ PS-Pat5p15psi |

39 - |

40 $# SIz # Begin =ignature block

41 # MITECQYJKoZIhvcNAQeCoIID+CCA/ YCAQEXCzAIJBgUrDgMCGEgUAMGKEC1 sGAQORE

423 ¥ gicChAQSgWzBZMDRGECI=sGAR0Bg] cCARdWwIgIDAQARBEBAfzDLgWUsITrckOsYpiviR

43 # LoEALQELAQEALQELAGEAMCEWCQYFEWw4DAhoFALRQUVEP4ZRECZTCOciwbSVE, 61ikxc

ZhC ¥ FEBegoolIkMIICIDCCAYmghwIBAgIQIXSSPfHIMbtIEShu S IckizANEBgkahki GO9wOE

45 ¥ LOOQFLDABbMEKWEFWYDVOQDEXREBHNSkwoDZ SkZ5ETaWduaWconME4XDTERMDEWM T A1 MDLW

46 ¥ MFoXDITEzMDEWMTAIMDAWMFowEzEZMECcGRAIUEARMOTUpMIEN vZEUgUZ lnbmluZ zCE

47 # nzANBgkghkiGowOBAQEFAROEI QAW YkCogYERACSWx2FE21KTgBsP+bOXZocvFo3mms

48 ¥ viRQps450P/XgJ4QhhfEruNTEjXbJ3b/ fE62 v JOM3+BwampkSZdp0l4gG531Pedy

449 ¥ HEsheXio/OBRmMLIVZr / MycEBzEr TelurOEReZFVv+H/J2/ 26630 Twv11EffTA4LESOVgWV

S0 ¥ Eg+0clBSFoeeMEMCAWELLaN1MGHMWEW Y DVRED 1 BAWWC oY ITEWYEEBQUHAWMWTAY DVROE

Sl # BEUwR4LOBgEfhEZT1IhWVC TgoZBS36EdMEsxGTAN EgVEBEAMTEELETCEDLZR1IIFND

o2 ¥ ZZ25pbmeCECHMfeT3xyTET5BFIbVvSLE DY JEoZThweHAOEEBOQADgYEAMmEIXx0gh3

53 ¥ EvhSlehxeEfa/bZglyd4DezfmEjDiRalg ] Thr 851 o il et

54 $# CxMAR4TvCnoiOnEGEyRTlvEbwSiv+EEmZ FHONRglrracs8il DO a screen Capture Of thls page

B ! fpdunad/TLOnQERYRA4YSvIMCUIN1GuyAOx illustrating the digital signature

56 # BAMTEELIETCEDLZR1IIFNpZZ SpbmocCECHEeT3xvT SEFPIH

57 $# LKB4MBgGCisGAQQRBgjcCAQWRCIAL oAKAAKECgAAWERY J] appended to the end of your

58 # AQOBgicCAQOWHAYKEWYBBAGCHNWIBCzEOMAWGCisGAQ SCI'i pt

5a ¥ LOKEMEYEFGpREble64fEVFEkpL4T4eizvhrWi01IMAOGCS g

&0 # Bpe0bjuCHZYnOVAZMZOhusTUgEBul rLycnVEiWYDglYDE

ol # ¥MgamBSFAfCRMtDZoTiodeyDohYDEfPtHMgUwvnexepniD3] Label it: “4: Digital Signature in

52 ¥ zMeUe5ihkWioukd3RTdELf5ipE8dCheyed4301lnFDk= . ”

63 # 5IG # End signature block SCI'Ip

&4 —
Windows |Iength 1 3136 lines : 64 |Lr1 :5 Col:20 Sel:0 |Dﬂ5"|l'u'l.|"|r1duw5 |ANSI |INS o
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Certificate

General |DE13i|S | Certification Path |

@ﬁ Certificate Information

Authorities store.

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification

N

Issued to: MIL Code Signing V2

Issued by: MIL Code Signing V2

valid from 1/1/2013 to 12/31/2014

Install Certificate. ..

Issuer Statement

Do a screen capture of this
dialog that appears during the
process of registering your CA.

Label it: “5: Preparing to install
certificate.”
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Project Six — Output of the Script

g
Player v | ([ v (2 o

G
|'
I ;

¥ Select Administrator: Windows PowerShell

| IPS C:susers\AdministratorsMyScripts?

he following a* services are currently stopped on: TESTBEDSERUER

ame
ALG

Appinfo
AppMgmt

AProject.psl ax

AudioEndpointBuilder

Feedback to the user

Audiosry ‘(////,/'

List of Stopped Services Complete
Script terminating...

S C:suserssAdministratorsMyScripts?

1

Not proper naming convention!

Parameter to the script (user supplied)

== P =
4]

/ Name of server o
) The stopped services
DisplayName

Application Layer Gateway Service
Application Information
Application Management

Windows Audio Endpoint Builder
Windows Audio

Dsa | 5B @ 7 wrs

|27 selectad

4 Do a screen capture from PowerShell that
shows the execution of your script. Be sure that
the command to execute the script shows in the

screen capture.

Label it: “6: Script execution.”
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